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About this whitepaper

This whitepaper is to provide a field guide for deployment of Azure Sentinel’s Log Analytics
and Implementation of Logic Apps as automation playbooks for security responses which
usually will be handled by security analysts. We intend for this guide to serve as reference
examples or use cases by applying ATT&CK-based threat detections, mitigations and
investigations.

When develop these three use case, we try to use practical scenarios be found in typical
Microsoft hybrid-cloud environment. All detection logics and playbooks can be
implemented not only on Azure Sentinel but also can be deployed to any commercial SIEM
or SOAR solutions.

In preparing these use cases, we assume you have already connected the relevant log
sources to Azure Sentinel and have deployed, implemented and configured Azure Sentinel
in your organization’s Azure tenant. For more information on basic setup and data
ingestion, visit the Azure Sentinel Quick Start Guide. For further information on Strategies in
data ingestion and incident response, visit Azure Sentinel Best Practices.




What is Azure Sentinel?

Microsoft Azure Sentinel is a scalable, cloud-native, security information event management
(SIEM) and security orchestration automated response (SOAR) solution. Azure Sentinel

delivers intelligent security analytics and threat intelligence across the enterprise, providing
a single solution for alert detection, threat visibility, proactive hunting, and threat response.

Azure Sentinel is your birds-eye view across the enterprise alleviating the stress of
increasingly sophisticated attacks, increasing volumes of alerts, and long resolution time
frames.

e Collect data at cloud scale across all users, devices, applications, and
infrastructure, both on-premises and in multiple clouds. Log Analytics
workspace is where all ingested data will be stored.

e Detect previously undetected threats, and minimize false positives using
Microsoft's analytics and unparalleled threat intelligence.

e Investigate threats with artificial intelligence, and hunt for suspicious activities
at scale, tapping into years of cyber security work at Microsoft.

e Investigate and respond to incidents rapidly playbooks with built-in
orchestration and automation of common tasks.

Building on the full range of existing Azure services, Azure Sentinel natively incorporates
proven foundations, like Log Analytics, and Logic Apps for response playbook execution.
Azure Sentinel enriches your investigation and detection with Al, and provides Microsoft's
threat intelligence stream and enables you to bring your own threat intelligence.

We prepared this document to provide advices to our clients on making effective use of the
security features that are natively provided in the Azure Sentinel. Most of the materials are
not our works but extracted from Microsoft. The use cases are prepared for illustration only.
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Microsoft©: Steps on defining a use case in Azure Sentinel



Why using Azure Sentinel?

Your enterprise faces a growing array of increasingly sophisticated security threats.

Detecting and defending against them requires intelligent analytics, effective teamwork,
and advanced tools. Microsoft Azure Sentinel meets these needs with a scalable, cloud-
native, security information event management (SIEM) solution that also makes it easier to
orchestrate and automate threat responses (SOAR) security events/alerts.

As a single place for alert detection, threat visibility, proactive hunting, and incident
response across the entire enterprise, Azure Sentinel empowers you to perform your
regular your SOC activities, on the Cloud, on a daily task:

e Review the Incidents to check for new alerts generated by the currently configured
analytics rules, and start investigating with advices provided by Microsoft experts.

e Explore results for all built-in queries, and update existing or create new hunting
qgueries and bookmarks.

e Review and enable new applicable analytics rules

e Review the status, date, and time of the last log received from each data connector

e Verify that servers and workstations are actively connected to the workspace

e Verify playbook run statuses and troubleshoot any failures

Defend across attack chains

Insider and external threats BE Microsoft ey 2021 - psskamsavcea
Defender for Defender for Azure AD Microsoft Cloud
Office 365 Endpoint Identity Protection App Security b
Phishii [o] 5 Exfiltrati
rI:aillng attac?\i:ent 48 Brute force account or use Attacker accesses E ——ed xolf dr:t:m
stolen account credentials sensitive data y ~
o ) o
\1/ N’ E Exploitatiop Command Defender for E E Attacker collects Domain
i Click a URL ' and Installation  and Control . + Useraccountis E reconnaissance & compromised
! E " Identlty compromised configuration data 4
' » h i ha » R > 8 e > % emmmmmeneeeees ) 0]
- W N Do — > o ; e
- - 1
oo > ) B
Azure Defender @ / Attacker attempts o
@ """"""""" lateral movement \'/
A\ 4 Privileged account
compromised
RNAL THREATS ) prom
EXTE Leading Insider risk
\DER RISKS History of violations @ indicators management ;
\NS %) _/ i s Data
Distracted and careless i ot leakage
° N N, o
Disgruntled or disenchanted @ ‘A '\ E / (\ $ /'\\
*5. . RN Potential
st e 1 SRR AR (= Lo

Microsoft©: Azure Sentinel uses machine learning to profile users, entities, and the
environment, detecting attacks that might not be caught using predefined methodologies.
This means you can empower Tier 1 analysts to focus their efforts less on sifting through
mountains of data and more on highlighting relevant incidents.



Use Case #1:Microsoft Defender for Office 365

Microsoft Defender 365 (previously named as Microsoft 365 ATP) comes in difference
features according to the licenses bought by client. Most of the account and security
features are mentioned in the table provided in the Appendix I.

Depends on subscription you bought, your IT team or outsourced vendor (or Help-Desk)
should be able to implement suitable features according to your needs by following the
Security Roadmap on Microsoft Defender 365 documentation.

Another option is to Integrate Microsoft 365 Defender with Azure Sentinel for advance
detection, monitoring and response on various kind of cyber-attacks. SIEM integration API
for detections is the key on ingestion of incidents, entities and security events to Azure
Sentinel for this use case. To use Microsoft 365 Defender along with Azure Sentinel, you
need Defender for Office 365, Plan 1 or above (i.e. at least Microsoft 365 Business Premium
subscription).

We select Microsoft 365 Defender as a use case because it is fully integrated to Azure
Sentinel and Azure Sentinel provides some useful built-in workbook templates out of the
box. These templates are designed by Microsoft security experts and analysts based on
known threats, common attack vectors, and signature patterns of suspicious activity. They
allow you to apply advanced analytics without the need to build your own machine learning
models or become a data science expert. By enabling these templates, you will
automatically be alerted to anomalies that could indicate an attack.
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Microsoft©: Azure Sentinel Template - Exchange Online
(Gain insights into MEO by tracing and analyzing all Exchange operations and user activities)
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Microsoft©: Azure Sentinel Template - Security Alerts
(Security Alerts dashboard for alerts in your Azure Sentinel environment.)

Other than all the out-of-the-box Workbooks available in Azure Sentinel, we create custom
rules and workbooks (dashboards) to monitor and detect security alerts/events of Security
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DATC Sentinel Template: Security & Compliance
(Security & Compliance dashboard for login alerts in your Azure Sentinel environment.)
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(Exchange Online dashboard an Overview in your Azure Sentinel environment.)
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Mailbox logins, by user type
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(Exchange Online dashboard for mailbox activities in your Azure Sentinel environment.)
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DATC Sentinel Template: Azure Active Directory

(Azure AD dashboard on Overview in your Azure Sentinel environment)
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(Azure AD dashboard on User Login Assessment in your Azure Sentinel environment)
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(SharePoint & OnDrive dashboard on Sites Access in your Azure Sentinel environment)



Azure Sentinel also provides out-of-the-box, built-in threat detection rules to help you
analyse and monitor your Office 365 activities. Rule templates were designed by Microsoft's
team of security experts and analysts based on known threats, common attack vectors, and
suspicious activity escalation chains. Rules created from these templates will automatically
search across your environment for any activity that looks suspicious. Many of the rules can
be customized to search for activities, or filter them out, according to your needs. The alerts
generated by these rules will create incidents that you can assign and investigate in your
environment. Other than all the out-of-the-box Detection Rules available in Azure Sentinel,
DATC create custom rules to detect security events on Exchange Online. (Appendix I1)
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Playbooks are collections of procedures that can be run from Azure Sentinel in response to
an alert or incident. A playbook can help automate and orchestrate your response, and can
be set to run automatically when specific alerts or incidents are generated, by being
attached to an analytics rule or an automation rule, respectively. It can also be run manually
on-demand.

For example, if you want to stop potentially compromised users from moving around your
network and stealing information, you can create an automated, multifaceted response to
incidents generated by rules that detect compromised users. You start by creating a
playbook that takes the step to disable the user in Azure AD, like the following:
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Microsoft©: Sentinel Playbook: Block-AADUser

Or, we prefer to send an alert message to Teams channel to serve as an open ticket for the incident:
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DATC Sentinel Playbook: Teams Channel
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Example Sentinel Playbooks: Teams Alerts
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& Azure Sentinel Incident (Pr... ¥ Pay-As-You-Go
@ Azure Sentinel Alert ¥ Pay-As-You-Go
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Example Sentinel Playbooks: Deployed in our Azure Sentinel

e EEmmmmm

Home > Azure Sentinel

> Azure Sentinel
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O 897 Suspicious Process Discovery 1 Microsoft Defender ..

0O 896 Suspicious sequence of exploration activities 1 Microsoft Defender

O I 895 A script with suspicious content was observed 1 Microsoft Defender ...

O I 894 Rare and potentially high-risk Office operati. 1 Azure Sentinel

O 893 UEBA-Logon-HK. 1 Azure Sentinel

O 892 UEBA-Logon-HK. 1 Azure Sentinel

O 891 UEBA-Logon-HK 1 Azure Sentinel

(m} 890 UEBA-Logon-HK. 1 Azure Sentinel

O 889 UEBA-Logon-HK 1 Azure Sentinel

Ol s UEBA-Logon-HK 1 Azure Sentinel

O 887 UEBA-Logon-HK. 1 Azure Sentinel

O 884 UEBA-Logon-HK 1 Azure Sentinel

Ol e UEBA-Logon-HK 1 Azure sentinel

O 882 UEBA-Logon-HK 1 Azure Sentinel

O 881 UEBA-Logon-HK 1 Azure Sentinel

O 880 UEBA-Logon-HK. 1 Azure Sentinel

O 879 UEBA-Logon-HK 1 Azure Sentinel

O 878 UEBA-Logon-HK 1 Azure Sentinel

<previous  1-50 [ Next> |

Low (55)

Last update time |
03/07/21, 06:45 PM
09/07/21,06:45 PM
09/07/21,06:45 PM
09/05/21, 0407 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM
03/04/21,09:10 PM
09/04/21,09:10 PM
09/04/21,09:10 PM

09/04/21,03:10 PM

Sentinel Incidents: Alerts found in Azure Sentinel

Informational (20)

. Suspicious Process Discovery
il incdent 0:897
Investigate in Microsoft Defender for Endpoint (£

New v
Status

& Unassigned Low v
Ouner Severity

Description

A known tool or technique was used to gather information on this device.
Attackers might be trying to gather information about the target device or
network for later attacks.

Evidence

Ao

Bookmarks

Creation time
09/07/21, 06:45 PM

Last update time
09/07/21, 06:45 PM

Entities (16) (Preview) Tactics (1)

. Discovery
[ ]

B senselRexe

[ ]

View all >

Incident workbook
Incident Overview

Analytics rule
Create incidents based on Microsoft Defender for Endpoint alerts

Tags
+

Incident link

[

jew full details Actions \/

v e A accat Micrnenft Smiva Sacurit Inciahtel T
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Use Case #2: Sysmon and PowerShell

Adversaries may abuse PowerShell commands and scripts for execution. PowerShell is a
powerful interactive command-line interface and scripting environment included in the
Windows operating system. Adversaries can use PowerShell to perform a number of
actions, for example:

e Download (and execute) malicious payload
e Create a reverse shell

e Perform credential dumping using Mimikatz
e Embed script in an image

e Write a complete ransomware

e Launch fileless attacks

e and more

We take malicious use of PowerShell as a threat indicator and make reference to MITRE
ATT&CK Enterprise Matrix Tactic & Technique called: Command and Scripting Interpreter:
PowerShell to build this use case on Azure Sentinel.

—————— Collect ----- r------------ Detect -~----------- r--- Investigate ---- r---- Respond ----
i ' 1 : 1 : 1
! N i i !
1 : : : 1 : 1 :
! 1 ) " .
! /\) ) i ! 0 ! N |
1 ! 1 |

B @p i Q@

I 1

E Visibility ! Analytics Hunting : i Incidents 1 E Automation .
| ' [ ' 1
! | ¥ ' !
| ' [ 'y 1
| I | | | S S | !
l o N i :
! 'y : X [ !

Microsoft©: Azure Sentinel: End-to-end solution for security operations

Logging is the key to knowing how the attackers came in and how they got you. There are
many ways (such as using Microsoft Defender for Endpoint (MDE) or any EDR solution) to
collect the right data for monitoring and detection of malicious use of PowerShell. In this
use case, we use Microsoft offered tools for an SME on-premises and cloud logging feature
to create analytics for us to monitor the malicious use of PowerShell.

Sysmon “is a Windows system service and device driver that, once installed on a system,
remains resident across system reboots to monitor and log system activity to the Windows
event log. It provides detailed information about process creations, network connections,
and changes to file creation time”.

We gather the possible attackers’ TTPs on how PowerShell are used in the attack scenarios
from various threat intel sources and some github published red-team frameworks (such as:
the EmpireProject and RedCanary’s AtomicRedTeam).
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After installed the Sysmon with appropriate configuration, we collect Windows Event logs

from a few selected endpoints and execute a few PowerShell commands. We have to make
modification on the Sysmon parser after data connector

Home > Azure Sentinel > Azure Sentinel

Azure Sentinel o Azure Sentinel | Incidents

A simple Sysmon Sentinel detection rule: whoami started from PowerShell

Mansge view Search (Crd Retresh Last0days ~ £ Ac Security effcioncy workbook == Columns ) Guides & Feedback
General . n incident rity
B -522 522 UO Open incidents by severity
Openincidents New incidents Active incidents WHigh9) Medium (56)
Logs
Searc Severty (Al Status: New, Active

@
[ s incdentin Alert Crested time 4
O %0 1 03/08/21, 0413 PM
O] e 1 09108721, 0412 PM
O 8% 09/08/21, 03:15 PM
O e 09107721, 06:45 PM

- O e 09107721, 06:45 PM
m] 895 09/07/21, 06:45 PM
O 894 09/05/21, 0407 PM.
(] ™ 09/04721, 0608 PM
Ol e UEBA-Logon-HK ' 09/04721, 0608 PM
Ol e UEBA-Logon-HK 09/04/21, 0608 PM
Ol e UEBA-Logon HK 09104721, 0608 PM
O] e UEBA-Logon-HK 1 09/04721, 0608 M
O] e UEBA-Logon-HK 09/04/21, 0608 PM
m] L UEBA-Logon-HK 03/04721, 06:08 PM
O] e veBaL 09/04/21, 0608 PM
Ol e UEBA-Logon-HK 09/04721,06.08 PM
O] e UEBA-Logon-HK 09/04/21, 0608 PM
a 1 UEBA-Logon-HK 09/04/21, 06:08 PM.

< Q_ Search

i0o

B

Apps

@

Teams = sentinel-alerts Posts Files -+ % Channel 0 Meet

Resources Group:
Time Generated:
Pleaser review and act.
See less

< Reply

Frankie Li 4:13 pm
Hi all,

You have an alert from Azure Sentinel. Please find below ifnormation:

Alert Name: Whoami Execution

Description: Detects the execution of whoami, which is often used by attackers after exloitation / privilege
escalation but rarely used by administrators

Serverity: Medium

Resources Group:container01

Time Generated: 2021-09-08T08:13:02.9533639Z

Pleaser review and act.

See less

« Reply

Frankie Li 4:13 pm
Hi all,
You have an alert from Azure Sentinel. Please find below ifnormation:

Entities: []

[ New conversation

To simply our task in preparing the first set of detection rules for immediate use, we import

Sigma Rule to Azure Sentinel for this demonstration. Using this approach, you can easily
have more than 1,000 high quality MITRE ATT&CK ready detection rules, including

PowerShell related rules, readily for your Azure Sentinel use.

We provided a few of our Sysmon

& PowerShell Analytics rules in Appendix Ill.
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We also created a KQL rule to detect Empire PowerShell innovation for detection of
suspicious parameters on the latest cyber threats.

JESandbox G

General Information Detection Signatures Classification

igma detected: Powershell launch wmic
Most interesting Screenshot: MALICIOUS
Suspicious command line found
Suspicious powershell command line found @

B8]
|

Creates a process in suspended mode (li.

May sleep (evasive loops) to hinder dyna...
Score: 56
Range: 0-100 Monitors certain registry keys /values for ...

Contains long sleeps (>= 3 min)

Whitelisted: false Queries the volume information (name, se, E

Enables debug privileges
Found a high number of Window / User s "“‘.
Confidence: _ [100% Very long cmdiine option found, this is ver:

Startup =

« System is w10x64

o B cmd.exe (PID: 2100 emdline: cmd /C ‘powershell -NoP -Nonl -W Hidden -exec bypass '$am = (WmiClass) _Updater8').Properties'am’]. Text.
ASCII c = (WmiClass] _Updater8").Properties{'enco’] Rt Text ing]::Unicode.
em.C 1]:F $deco" MD5: F3BL 7 )5898582D) [
« Bl conhost.exe (PID: 5368 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) D
« BY powershell.exe (PID: 3288 cmdline: powershell -NoP -Nonl -W Hidden -exec bypass '$am = (WmiClass] * _Updater8').Properties['am’] Text.Encoding
J:ASGII i Convert:: i i = (WmiClass)] ,_Updater').Properties['enco’] [System.Text, ing)::Unicode. Get
C $deco' MD5: DBA3E6449E97DAE3DF64527EF7012A10) [
= cleanup

Malware Configuration

No configs have been found

DATC: A Windows PowerShell threat found on 3 September 2021

— = = @cisp.com.hk

Home > Azure Sentinel

4 Azure Sentinel | Analytics X

Selected workspace: ran2

£ Search (Cmd+/) « { Create () Refresh [ Analytics efficiency workbook (Preview) () Enable (© Disable [i] Delete - Import | Export < Guides & Feedback
General Rules by severity
457 — LEARN MORE
© Overview About analytics rules
Active rules W High ) Medium (13) Low () Informational (35)
£ Logs
@ News & guides Activerules  Rule templates (D Empire Powershell Launch Parameters
Threat management )
Search Severity : All Rule Type : All Status : Al Tactics : All High Enabled
& Incidents Severity Status
B Workbools [ severiy 1y NAME 1y RULETYPE Ty STATUS 7y TACTICS LAST MODIFIED 4 “
© Hunting [ | High Create incidents based on Microsoft Defender f.. &8 Microsoft Secur. Enabled 08/19/21,01:40PM  +»e | 41bcbf12:5292-419f-b33-2136ab012825 °
& Notebooks (] § High Create incidents based on Microsoft Defender f. &8 Microsoft Secur. Enabled 09/05/21, 05:10 PM * Description
Detects PowerShell e
=
» Entity behavior ] § High Create incidents based on Microsoft Defender f. 28 Microsoft Secur. Enabled 06/11/21,03:12 PM “0/59 on static engines. Sort of expected given it just launches local
- P il script. Payl inder. th !
O Threat intelligence (Preview) O I High Create incidents based on Microsoft Defender f.. &8 Microsoft Secur. Enabled 09/05/21,05:11 PM owershellscrpt. Payload detection reminder: this doesn't use
cont O I High Create incidents based on Microsoft Defender f. &8 Microsoft Secur. Enabled 09/05/21, 05:13 PM +se Rule query
onfiguration ¥/ Fron the signa\rules\windows. process_creation
[ | wigh CVE-2021-1675 Print Spooler Exploitation IPC A. © Scheduled Enabled @i Lateral Moveme...  07/07/21,0421PM  +++ folder
B Data connectors .
// title: Empire PowerShell Launch Paraseters
. High Empire PowerShell Launch Parameters © scheduled Enabled 09/08/21,1226PM 71 https://github signature-base/blob/
+ Analytics — naster/yara/gen_powershell_invocation.yar
B Watchist [ | High Known Manganese IP and UserAgent activity © Scheduled Enabled L 09/05/21,0525PM  +++ 77 Wttont//nitis paloa tonstuorks. cony
3 || Medium Anomalous login followed by Teams action @© Scheduled Enabled oo 06/12/21, 06:47 PM
% Automation Rule frequency
[ || Medium Brute force attack against Azure Portal © scheduled Enabled @ Credential Access  06/27/21, 10:44 PM Run query every 6 hours
63 Solutions (Preview) -
[ | Medium Exchange AuditLog disabled © Scheduled Enabled » Defense Evasion  06/13/21,0409PM  +++
& Community - Rule period
°s [} Medium Mail redirect via ExO transport rule © Scheduled Enabled e 06/13/21, 04:14 PM «  Last6hoursdata
ettings
3 || Medium Malformed user agent @© Scheduled Disabled LAY 06/13/21, 0415 PM Rule threshold
) 29 s
Trigger alert if query retuns more than 0 results
O | Medium Malicious Inbox Rule @© scheduled Enabled e 06/13/21, 0307 PM
Medium Multiple users email forwarded to same destinat.. () Scheduled Enabled - 06/13/21,0416 P\ +es  EVENEGrOUPInG
Group all events into a single alert
0 | Medium New executable via Office FileUploaded Operati.. (9 Scheduled Enabled '$ Commandand ... 06/13/21, 0406 PM
Suppression
[ | Medium Office policy tampering © Scheduled Disabled ™ 06/13/21, 04:16 PM “* Not configured
[ | Medium Rare and potentially high-risk Office operations © Scheduled Enabled Om 06/13/21, 04:06 PM Create incidents from this rule
3 | Medium ROP session from Non jump host IP © Scheduled Enabled w3 09/03/21,10:52 AM Enabled
[ | Medium SharePointFileOperation via previously unseen IPs (O Scheduled Enabled B Exfiltration 06/13/21,0405PM  +++  Alert grouping
Disabled
O || Medium (Preview) Ti map IP entity to OfficeActivity @© scheduled Enabled B impact 06/11/21,03:17 PM

Page[ 1 v |of2 Next > “
DATC: Detects PowerShell invocation with suspicious parameters
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Use Case #3: Remote Desktop Activities

Remote desktop is a common feature in operating systems. It allows a user to log into an
interactive session with a system desktop graphical user interface on a remote system.
Microsoft refers to its implementation of the Remote Desktop Protocol (RDP) as Remote
Desktop Services (RDS).

Adversaries may connect to a remote system over RDP/RDS to expand access if the service
is enabled and allows access to accounts with known credentials. Adversaries will likely use
Credential Access techniques to acquire credentials to use with RDP. Adversaries may also

use RDP in conjunction with the Accessibility Features technique for Persistence.

In our previous ransomware investigation cases, after gaining access to the IT infrastructure
through vulnerable VPN solution, we found adversaries used lots of RDP to perform their
lateral movement activities.

User and Entity Behaviour Analytic (UEBA) highlights the anomalies. Using RDP activities as
example, the company’s policy required users use jump host machine to connect to critical
asset. Azure sentinel Analytic and Watchlist allow us to spot out if anyone violate the policy.

1 let jumphost = (_GetWatchlist('jumphost') | project IPAddress);
2 RDP
3 |where EventID == 21 or EventID == 22 or EventID == 25
4 |where RemoteHost !in~ (jumphost)
5 |where RemoteHost!="LOCAL"
6 |project TimeGenerated, Computer, RemoteHost, User, Session, RenderedDescription;
A
Results Chart 00 Columns v (© Display time (UTC+00:00)
Completed. Showing results from the last 4 hours. ® 00:01.4 {7 1records ¥
TimeGenerated [UTC) Y Computer Y RemoteHost Y User Y Session
> 9/8/2021, 8:48:42.923 AM dc.windomain.local 192.168.38.104 WINDOMAIN\vagr... 2

Generating alert and send notification to Teams

2. Alert from dcwindomain.local

Bl incident ID: 901 Timeline ~ Alerts  Bookmarks  Entities  Comments
& Unassigned V% New v | Medium v £ Search Timeline content : All Severity : All Tactics : All
Status Severity
Description septs @ || Alert from dcwindomain.local o
. . . iew
2021-09-08T08:48:42.9230000Z From Remote IP: 192.168.38.104 User: D Medium | Detected by Azure Sentinel | Tactics: --

'WINDOMAIN\vagrant

Alert product names
* Azure Sentinel

Evidence

1 01 Ro

Events Alerts Bookmarks

Last update time Creation time
09/08/21, 05:08 PM 09/08/21, 05:08 PM
Entities (0) Tactics (0)

Incident workbook

Incident Overview

Analytics rule
RDP policy violation - connect from non jumphost IP

16



You have an alert from Azure Sentinel. Please find below ifnormation:
Alert Name: Alert from DESKTOP-F7NIGP1 - RDP policy violation connect from non jumphost IP

Description: 2021-09-09T02:09:31.4870000Z From Remote IP: 192.168.22.196 User: DESKTOP-F7NIGP1\Forensic

Serverity: Medium
Resources Group:container01
Time Generated: 2021-09-09T702:16:31.0241718Z

Pleaser review and act.

Furthermore, a more intuitive view of the UEBA when applying link analysis. See the

example of DRP activities below.

DC(192.168.38.102)

Logger-JumpHost(192.168.38.105) WEF(192.168.38.103)

WIN10(192.168.38.104)

192.168.22.114

192.168.22.196
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Appendix |

Office 365 security builds on the core protections offered by EOP. In Office 365 security,
there are three main security services (or products) tied to your subscription type:

1. Exchange Online Protection (EOP)

2. Microsoft Defender for Office 365 Plan 1 (Defender for Office P1)
3. Microsoft Defender for Office 365 Plan 2 (Defender for Office P2)

Exchange Online Protection (EOP)

Positives and False Negatives
Allow/Block for URLs and Files

Prevent/Detect Investigate Respond
e Spam, phish e Audit log search e Zero-hour Auto-
e malware e Message Trace Purge (ZAP)
e bulk mail, spoof intelligence (part of the e Refinement and
e impersonation detection reporting testing of Allow
e Admin Quarantine features) and Block lists
e Admin and user submissions of False

Defender for Office 365, Plan 1 (Included in Microsoft 365 Business Premium)

Prevent/Detect

Investigate

Respond

Technologies include everything in EOP plus:

Safe Attachments

Safe Links

Microsoft Defender for Office 365
protection for workloads (ex.
SharePoint Online, Teams, OneDrive
for Business)

Time-of-click protection in email,
Office clients, and Teams
Anti-phishing protection in Defender
for Office 365

User and domain impersonation
protection

Alerts, and SIEM integration API for
alerts

e SIEM integration
API for detections

e Real-time
detections tool

e URL trace (view
Safe Links
actions)

e Same

Defender for Office 365, Plan 2 (which expands on the investigation and response side of
the house, and adds a new hunting strength. Office 365 E5 and Microsoft 365 E5)

Prevent/Detect

Investigate

Respond

Technologies include everything in
EOP, and Microsoft Defender for
Office 365 P1 plus:
e Safe Documents (not
included in Office 365 E5)

e Threat Explorer
e Threat Trackers

e Campaign
views

e Automated investigation and
response (AIR)

e AIR from Threat Explorer

e AIR for compromised users

e SIEM Integration API for
Automated Investigations

e Attack simulation training
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| Microsoft

Transform your enterprise with Microsoft solutions

Connect, protect, and empower every employee, from the office to the frontline worker, with a Microsoft solution that enhances productivity and drives innovation.

Microsoft 365 Office 365 Microsoft Enterprise Mobility + Security (EMS) Windows 10
Stay connected and get more done with intelligent apps and  Create, share, edit, and collaborate in real time from anywhere  Protect and secure your organization and empower your Benefit from a highly secure and manageable productivity
experiences, integrated cloud services, and built-in security. on any device with a cloud-based suite of productivity apps  employees to work in new and flexible ways with an intelligent  platform that runs on a wide variety of hardware devices or in
and services. mobility management and security platform. the cloud.
Jump to section:
Microsoft 365 Apps Knowledge, insights, and content Endpoint and app. Information governance
Email,calendar, and scheduling  Analytics Threat protection eDiscovery and auditing
Meetings, calling, and chat Project and task. Identity and access Insider risk
Social,intranet, and storage Automation, app building, and chatbots  Information protection Windows
Information Worker Plans Frontline Worker Plans
A A

Add-on

Ad-on
USD ERP per user per month $8.80 | $14.80

Add-on

s

Microsoft 365 Apps

Desktop client apps’ ~ » . . .
Office Mobile apps ~ » . . . . Readonly o3 o
Office for the web  » . . . . Readonly e .
Install apps on up to 5 PCs/Mac + 5 tablets . o . . o o
+5 smartphones
Microsoft Editor premium features o . . .
Multilingual user interface for
ece . . . .
Office applications
TIncludes Word, Excel, PowerPoint, OneNote, Outlook, Access (PC only), and Publisher (PC only)
Includes Word; Excel, PowerPoint, Outlook, and Onellote mobile Apps
Limited to devices with integrated screens smaller than 10.
“Mobile apps only.
Email, calendar, and scheduling
Exchange Plan 2 Plan 2 Plan 1 Plan 2 Plan 2 Seefootnote 1 Kiosk Kiosk
Mailbox size 100GB 100 GB 50GB  100GB  100GB 268 268
Calendar o . . . . . . .
Outlook desktop client e . . .
Email archiving  » . o . . . .
Exchange Online Protection o . . . . . .
Public folder mailboxes o . . . . . . .
Resource mailboxes o . . . . . . .
Inactive mailboxes o . . . . . . .
Microsoft Shifts . . . . . . .
Microsoft Bookings ~ » . . . . . .
s0ft 365 F1 includes the Exchange Kiosk service plan to enable Teams calendar only. It does not include malbox rights
50 GB limif
Page 10f 5

Information Worker Plans Frontline Worker Plans
A A
Microsoft 365 Office 365 [Fnterprise pebiity Windows 10 Microsoft 365 Office 365

Add-on_|_Ad
[ELTAEESR N 32 | ¢57 | ¢12 | _s2 | s8I 620 | ¢35 | $880 | $14.80

Meetings, calling, and chat

Microsoft Teams. . . . . . . . .
Unlimited chat . . . . . . . .
Online meetings . . . . . . . .

Live Events o . . . .

Webinars . . . . .
Screen sharing and custom backgrounds e . . . . . . .
Record meetings o . . B B . . .
Priority notifications  » . . . . . . .

Phone System . .

Audio Conferencing . B

ICheck country and region availability at https://docs.microsoft.com; d lability-for-audi d-calling-pl:

Social, intranet, and storage

SharePoint  Plan2  Plan 2 Plan1  Plan2  Plan2 Kiosk'  Kiosk’ Kiosk’
Additional storage per license?  10GB  10GB 10GB 1068 10GB
OneDrive personal storage Unlimited® Unlimited® 178 Unlimited® Unlimited® 2GB 2GB 2GB
Yammer Enterprise e . . . . o o o

Microsoft will provide an initial 5 T8 of OneDrive

orage per user. Customers who want additional OneDrive storage can request it as needed by contacting Microsoft support. Subscriptions for fewer than five users receive 1 TB OneDrive storage per user

Knowledge, insights, and content

Microsoft Graph API e . . . . . . .
Microsoft Search o . . . . . . .
Microsoft Stream o . . . . o . .
Microsoft Forms?  » . . . . . .

Microsoft Lists . . . . . . .
Delve o . . . .

Users can rd meetings and consume Stream blish to Stream.
Licensed users can create/share/manage forms 3 does not require a Forms license.
Analytics
Productivity Score . . . B . . .
SecureScore . . . . . . . . .
Compliance Management o . . . . . . .
MyAnalytics (full) . B
Insights by MyAnalytics e . . . .
Power Bl Pro . .

Project and task management

Microsoft Planner . . . . . . .
Microsoft To-Do e . . . . . .
Briefing Email o . . . .
Page 2 of 5
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Information Worker Plans
A

J— Enterprise Mobility:
Securi
Add-on’ | _Ade-on

USD ERP per user per month $8.30

Identity and access management

T 3 O T

Azure Active Directory Premium  Plan1  Plan2  Plan2 Plan1  Plan2 Plan1  Plan1  Plan2 Plan 2

User Provisioning e . . . . . . . . . . . .

Self Service Password Reset o . . . . . . . . . . . .
Advanced Security Reports  » . . . . . . . .

Multi Factor Authentication e . . . . . . . . . . . .
Conditional Access ~ » . . . . . . . .

Risk Based Conditional Access /

Identity Protection M . . . .
Privileged Identity Management . . . . .
Access Reviews . . . B .
Entitlement Management . . . . .
Microsoft 365 Groups ~ » . . . . . .
On-premises Active Directory sync for SSO . . . . . . . . . . .
DirectAccess supported o . . . .
Windows Hello for Business o . . . . .
Microsoft Advanced Threat Analytics o . . . . . . .
Windows Store Access Management . . . .
Cloud Access Security Broker
Cloud App Security Discovery o . . . . .
Office 365 Cloud App Security . B
Microsoft Cloud App Security . . . . B . .
Information protection
Azure Information Protection  Plan 1 Plan 2 Plan 2 AP for0365 AP for0365  Plan 1 Plan 2 Plan 1 Plan 1 Plan 2 Plan 2
Manual sensitivity labels . . . . . . . .
Automatic sensitivity labels . . . . . .
Machine Learning-based sensitivity labels . . . .
Office 365 Data Loss Prevention (DLP) for
emails and files  © * ¢ * * *
Communication DLP (Teams chat) . . . . .
Endpoint DLP . . . .
Basic Office Message Encryption e . . . . . . .
Advanced Office Message Encryption . . . . .
Customer Key for Office 365 . . . . .

Page 4 of 5

® Microsoft

Information Worker Plans Frontline Worker Plans
A A

[Enterprise Mobility
HH“-HHH = ES ES ---
Add-on reference)
[ $225 [ ¢8| ¢8|

UsD ERP per user per month  EFINN TN PN I IS TN I O ST

Automation, app building, and chatbots

Power Apps for Microsoft 365" e . . . . . .
Power Automate for Microsoft 365 e . o o o o . o
Power Virtual Agent for Teams’ o . . . . . .
Dataverse for Teams' . . . . . . .
Refer to the licensing FAQs and Licensing Guide at https://docs.microsoft low-I faq for details including functionality limits.
Cloud flows only.
Desktop flows only.
Endpoint and app management
Microsoft Intune: . . . . . .
Mobile Device Management . . . . . . . . . . .
Microsoft Endpoint Manager ~ » . . . . .
Mobile application management . . . . . . . .
Windows AutoPilot . . . . .
Windows Hello for Business o . . . . .
Group Policy support e . . .
Shared computer activation for
Microsoft 365 Apps ¢ * *
Endpoint Analytics e . . . . .
Cortana management ~ » . . . .
Threat protection
Microsoft Defender Antimalware o . . . .
Microsoft Defender Firewall o . . . .
Microsoft Defender Exploit Guard . . . .
Microsoft Defender Credential Guard . . . .
BitLocker and BitLocker To Go . . . . .
Windows Information Protection . . . .
Microsoft Defender for Endpoint . . . . .
Microsoft Defender for Identity . . . . .
Microsoft Defender for Office 365 Plan2  Plan2 Plan 2 Plan 2 Plan 2
Application Guard for Office 365 . . . .
Safe Documents . . . .
Page 3 of 5
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USD ERP per user per month

Information governance

Manual retention labels
Basic org-wide or location-wide
retention policies
Rules-based automatic retention policies
Machine Learning-based retention
Teams message retention policies
Records Management

minimum retention period

eDiscovery and auditing
Content Search
Core eDiscovery (including Hold and Export)
Litigation Hold
Advanced eDiscovery
Basic Audit
Advanced Audit

Insider risk management
Insider Risk Management
Communication Compliance
Information Barriers
Customer Lockbox
Privileged Access Management

Windows
Windows 10 Edition
Windows Virtual Desktop (WVD)
Universal Print

Information Worker Plans
A

Frontline Worker Plans

Microsoft 365

E5 E5
B3 ES | Security [Complianc

hdeeon’ | A

. .
. .
. .
. .
. .
. .
. . .
. . .
. .
. .
. . .
. .
. .
. .
. .
. .
. .
Enterprise  Enterprise
. .
. .

Office 365

. . . . .
. .
.

o . . . .
.
. . .
. .
. .
.
. . .
.
.
.
.
.

Professional _Enterprise
.
. .

Enterprise
.
.

y
[ s | sio [ $225 | 8 | s8 |

. .

o o

. .

. .
Enterprise

Secul
Ad

Add-on

:
Securi
F5

F5

F5
SecsCor F3
ddcon
73

©2021 Microsoft Corporation. All rights reserved. This document is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS SUMMARY. This document is provided "as-is.” Information and views
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¥ |RuleName Log Source Severity |MiTRe ATTRCK [Threat ntel
) Office 365 Execution
1 |known Manganese P and UserAgent actvty Matches P plus UserAgent I0Cs in OffceActvty dta,along with IP plus Connection string nformaton| 1o 00", igh eriledge scalaion | FT5 Manganese
in the ¢ data related to Lookup
command and Control
SharePointFileOperation via devices with previously |dentifies if the number of d ts uploaded or device(s) associated with a Office 365 X i
2 : - . Medium Extitration
unseen user agents previously unseen user agent exceeds a threshold (default is 5) officectivity
Identifies anomalous increases in Exchange mail items accessed operations. The query leverages KQL
exchange workiow ol aperation ouitin anomaly detection algorithms to find large deviationsfrom baseline patterns. Sudden increases| e 2 Sokorigate
3 anomaly in execution frequency of itive actic should be further for malicious activity. (Officectivity (Medium Collection NOBELIUM
[Manually change scorethreshold from 1.5 to 3 or higher to reduce the noise based on outliers flagged
(from the query criteria
_ dentifies when the exchange audit logging has been disabled which may be an adversary attemptto_|Office 365 )
4 A
Exchange Auditlog disabled evade detection or avoid other defenses OfficeActivity Medium
Often times after the nitial compromise the attackers create inbox rules to delete emails that contain
s |Malicous Inbox Rule certain keywords. Thisis done so as to lmit ability to warn compromised users that they've been  |1ce 205 Medium persistence
- OfficeActivity Defensetvasion
compromised
Identifies if any tampering is done to either auditiog, ATP Safelink, SafeAttachment, AntiPhish or Dlp | Office 365 Persistence
6 |Office policy tampering policy. An adversary may use this technique to evade detection or avoid other policy based defenses |OfficeActivity Medium Defensevasion
7 |wallredrectvis 0 wansportrule dentifieswhen Exchange Online transport rule conigure o forward emals. Thiscouldbe an offce 365 edom Collecion
adversary mailbox configured to collect mailfrom multiple user accounts extitration
— y N Identifies when toor fi new IP Office 365 "
8 SharePointFileOperation via previously unseen Ips acdresses excmuds o theeshold (defaultls 50} offcenctivity Medium Exfiltration
(dentifies when multiple one) oo lgured to forward to the same
9 |Multiple users email forwarded It This could be an attack lled destination malbox configured to collect il from |01 36% Medium Collection Data Theft
" " |OfficeActivity Exfiltration
multiple compromised user accounts
I Thi ion fl: f 1] he
10 |oxternluser added and removed nshorttmeframe | A€ fags th occurancesof xternal user acount that are 3dded o a Team and then Offce 365 o ersistonce
removed within one hour officeActivity
Possible STRONTIUM ial hi ing - f: ial 1 Il harvesti i
1y |Possible STRONTIUM attempted credential harvesting -_Surfaces potetia credentia within Office 365 o e edentthcces
Sept 2020 Logon events |OfficeActivity
Identifies when ype: pl ich as SharePoint ive.
i K ‘inf', 'gzip’, ' fil . Addit lly, i ifi e
1 Newexecutablevia Offce FleUploaded Operation |/ H7ent incudesexe inf, g, cmd' bat il extensions. Additonal,dentfies when 2 given (Ofice 365 o CommandAndControl
user these files to another users workspace. This may of astaging location _OfficeActivty
for malware or other malicious activity
(Security Detection Rules for your Azure Sentinel environment.)
#  RuleName Log Source [Severity |MmRe ATTRCK Intel
| This when an link created in been used. link  |Office 365 Initial Access
20 Office 365 Anonymous SharePoint Link used 1o the shared credentials. Informational Execution Elevation of Privilege
| This will help you mailbox bserved with Logontype. The logon Office 365
21 Non owner Office 365 mailbox login activity |type indicates mailbox accessed from non-owner user. Exchange allows Admin and delegate OfficeActivity Medium Initial Access Elevation of Priviledge
i
permissions to access other user'sinbox.
| This will help you discover any new admin account activity which was seen and were not seen Office 365
22 New Office 365 admin activity detected historically. Any seen in the I lic d i for any suspicious OfficeActivi Informational Credential Access Unauthorized activity
activities. Pl " very noisy and itis to tune it regularly. v
[This will help you determine if mailbox login was done from Exchange Powershell session. By default,
R all accounts you create in Office 365 are allowed to Powershell. Admini office 365 Initial Access
Pe hell il I ffic I
23 |Powershell mailbox login activity in Office 365 can use Exchange Online PowerShell to enable or disable a user's ability to connect to Exchange Online |OfficeActivity Medium Execution improper Usage
PowerShell.
| This alert triggers when Office 365 antivir l in a file hosted in Sh: Office 365 Execution
24 Malware detected in a Office 365 repository OneDrive. OfficeActivity High Command and Control Malicious Content
. i [This will help you identify that are typically d bilities useful to| Office 365 Persistence
25 Rare and potentially high risk Office 365 operations ttackers. OfficeActivity Low Collection Improper Usage
Identifies if any tampering is done to either auditlog, ATP Safelink, SafeAttachment, AntiPhish or Dip
i i policy. Office 365 Persistence
26 [Office 365 policy tampering [An adversary may use this technique to evade detection or avoid other policy based defenses. OfficeActivity Medium Credential Access | ™PrOPEr Usage
Office 365 connections from malicious IP addresses | ndicates Office 365 activties recorded from P addresses lsted in Managed Sentinel Threat 365 ) nitial Access
27 " ’ ' . Medium ‘ External attacker
(Managed Sentinel Thr Feed. Recommended score level to be setup for 75 and higher. officeActivity extitration
I This alert detects when an anonymous link was created in Sharepoint. The anonymous link allow access | Office 365 Initial Access
28 Office 365 Anonymous SharePoint Link Created o the shared document without any credentials. OfficeActivity Informational Exfiltration Elevation of Privilege
29 Office 365 inactive user accounts This alert will rigger for users that have been active n last 90 days, but not in the last 60 days e e oy N/A N/A
This alrt triggers when a success connection is established to 0365 resources from a malicious P [Office 365 nital Access
30 A malicious IP address accessing an Office 365 resource ess L Medium [Command and Control [Compromised Accounts
address OfficeActivity "
Exfiltration
o | This alert identifi fc ilbe and removal. This is an operational |Office 365 .
31 Office 365 Mailbox Added or Removed alert, OfficeActivity Informational IN/A N/A
52 |StentOfcenctivty Workioad [This alert is triggered when an Office 365 workload such as Exchange, SharePoint, OneDrive, etc. has | Office 365 formational execution System monitoring

not eenerated loes in the last 1 hour. Version 1.0

DATC Sentinel Detection Rules — Office 365 Activity
(Security Detection Rules for your Azure Sentinel environment.)
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5 Detection
N Rule Name Description Author Condition falsepositives MITRE ATTRCK Severity Query Reference Reference
Programs using
Powershelldirectly "
Roberto Rodriguez § without invocation of a [attack.execution [vent | where (EventiD =4103 and Contextinfo contains ") and not (Contxtinfo https://github.com/Cyb3rWard0g/ThreatHunter-
1 [Alternate Powershell Hosts btects hosts d looking for hell selection and ot filter v medium contains ‘powershell.exe!)JEvent | ==400 and
@Cyb3rwardog dedicated interpreter  attack £1059.001 i not osApplication endswith -powerahell xe') _execution/T1086, .
MSP Detection Searcher PP P
5 Citrix ConfigSync.ps1
attack execution
attack £1059.001
attack £1086 Event | where (ScriptBlockText contains 'System.Diagnostics.Process' and ScriptBlockText
attack.command_and_co contains 'Stop-Computer' and ScriptBlockText contains 'Restart-Computer’ and
T \ o . )
[Alina Stepchenkova, ::‘r:clk 071008 ::I:mslock fext contains. Exce:tlon in execution' anda :;r\malacﬂzx« contains s:::;m
2 [Silence.£DA Detection itects Silence empireDNSagent S::::mumw empire and dnscat ok 1071 crtical R Comman | miookup 2581 |
: attack 11572 Out-String’ and ! eld and Scriy
attack impact contains '[C 161 i i
attack 11529 K Dead = $True' and @'$session[\\\"Driver\\\"] -eq')
attack 0091
f attack s0363
ower attack discovery.
ion of ADRecon.ps1 ! — \ . hitpsy/bi
4 |PowerShell ADRecon Execution of for has been reported to be actively used |y 100 paj selection attack.execution high rent | and P P
FIN7 |ADRExcelComOb' or contains ! )
s attack £1059.001
Event | ==4104.and " doc'or
contains " doox’ or xis'or “xisx' or
rce established within a system or network, an adversary may use automated techniques for attack collection i “ppt or " pptx’or
mated Coll y ed Y
5 [Automated Collection Command Powershell Necting interna! dat, frack113 al of them k110 medium o et o oo ot amd 1119/T1119
ScriptBlockText contains 'Get-Childitem’ and ScriptBlockText contains ' -Recurse ' and
9 ScriptBlockText contains ' -Include )
Moderate-to-low;
Despite the shorter Event | ==4104 and *$Dolt! or
length/I t tains ‘harm0y" o Scri
cuses on trivial artfacts observed in variants of payloads, including Cobalt |ok @securonix ection 4104 o ,:';";::::":;e"’“ attack execution ,“’R"as":;q::,"::’ o i pale o
6 [Bad OpsecPowershell Code Artifacts :‘:r E:Tﬂ:’:ﬂ:‘xi :’:’":;k:z:::'t:':::: :{“""""‘” and other attack payloads that often :;::;i;umw selection_4103 because of high :::: :ig::.om 'Oxdeadbeef')) or (EventiD == 4103 and (Payload contains '$Dolt' o Payload contains |for-high-value-targets/
& BesbY P ) specificty, fp appears to harmj0y' or Payload contains 'mattifestation’ or Payload contains '_RastaMouse' or | https://www.mdeditor.tw/p/pgRt
be fairly limited in many Payload contains ifkin_ or Payload contains ‘0xdeadbeef)
10 environments.
. . oscd.community, Natalia | attack defense_evasion Event | —=4104and “ClLinvocation ps1 and Linvocation)
ects Invocation.pst - = =
E 7 |Execution via CL_invocation.ps1 cL module o selection k21t high A symamole) araes
(oscd.community, Natalia | attack defense_evasion Event | where (EventiD == 4104 and oL 1 L mutexverif
! 1 ects Execution i Y
k. 8 |ExecutionviacLt via runAfterCancelProcess in CL_Mutexverifiers.ps1 module ehormons selection ok 1216 high . s ; TTTTEpE———
Event | wh = 4104 and “del'or
selection_1and ( contains 'R or rm) and
llyas Ochkov, selection_2 or ttockdefense evasion ' y Yor
) Jonhnathan Ribeiro,  [selection_3 ) or Legitimate PowerShell - i and Scri ins -Hi d
I hell Hi keywords that could i ing PowerShell hi - 41070, hook 47
9 |Clear Powershell History flects keywords that could indicate clearing PowerShell hstory Daniil Yugoslavskiy,  [selection_4 and ( scripts ::: :ig 42 003 medium contains 'SaveNothing)) or (EventiD == 4103 and ((Payload contains 'del’or Payload foazeta
oscd.community selection_5 or contains 'Remove:Item' or Payload contains 'rm') and Payload contains '(Get-
selection_6 ) istory ) or (Payl ins" ineOption' and
Payload contains ‘-HistorySaveStyle' and : g
13
attack execution
attack £1059.001
10 [Powershell Create Local User itects creation of a local user via PowerShell @ROxPinTeddy selection creation * medium Event | ==4104and [ ) y 1136/T11361
attack persistence
attack 1136001
T O NS soversioines | +
Ready Count:0  Sum: 0. 0 - — + 120%
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