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Pro Bono Cyber Defense Program (Advanced attacks)

Dragon Advance Tech (DAT) sees clearly the increasing demands from non-government owned
organizations (Hong Kong) (including non-profits making organizations, research organizations,
media, universities, political organizations and individuals, “NGO”) who want to further
enhance their cyber defense capability against sophisticated attackers.

However, these NGOs face the following challenges: (i) It is almost impossible to identify
competent and reliable experts to help their organizations to maintain a robust security
posture with restricted internal resource constraints. (i) In-house information security or
incident response teams are usually only provided with limited resources and often no time to
handle incident response or investigation needs even they have been compromised. These
organizations are forced to take an approach to give up defending the sophisticated attacks,
like those originated from APT actors.

Dragon Advance Tech is prepared to help.

DAT is going to set up a Pro Bono cyber defense program (the “Program”) to the Hong Kong
NGOs described above.

We gathered some security researchers who undertake voluntarily to review APT incidents and
malware samples provided by the Program’s members (the “Members”).

After admitted into the program, the Members will receive a preliminary security assessment,
totally free of charge, performed by a DAT designated staff.

The Members can select the option to scan their selected systems during the initial assessment
orselect to receive a limited time (currently 1-year) of free usage of a host-based compromised
assessment tool hosted in the cloud. DAT designated staff will monitor if the Members’
machines are compromised with sophisticated attacks on the cloud platform and notify the in-
house information security or incident response teams whenever compromise alerts were
identified. Clean up advice will be provided at DAT’s earliest convenience.

DAT also provide paid clean-up and investigation services on request.

The Members in return of this service, agree to provide the relevant malware samples to DAT
for further analysis. Each quarter we shall arrange a seminar to announce the statistics of
malicious or compromise incidents after the investigations.

By submitting the request for service (by using this form), every Member agrees that the Pro
Bono service is offering only as a compensation, not replacement, to the cyber defense
program implemented by each of the organization. DAT shall not be liable for any missed
detections of compromise attacks, or any loss due to any compromise/attacks because of this
program. DAT has the right to terminate any membership at any time.



https://goo.gl/forms/OX7h8CHkgYcb6Bzf1
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